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								      Ref: CORP 2022 - 089					 	    	     	      	      Date: 04/08/2022
Dear ****

Request under Freedom of Information Act 2000

Thank you for your request for updated information in relation to hosting contract(s) with 3rd party providers at Velindre, which we received on 06/07/2022.  

Your Request is shown below;
I wish to submit a request to the organisation around their hosting contract(s) with 3rd party providers.
[bookmark: _GoBack]Further to the original Hosting request, the contract below has expired. Please provide the current status.
cloud contract - microsoft
The type of contract I wish to see is below:
1. Dedicated hosting- Managed environment
2. Co-Location- hosting allows a business to still own their own server equipment; however, instead of storing it in their own data centre, they instead are able to store it in rented space in a colocation hosting centre.
3. Cloud Hosting- Cloud hosting services provide hosting for websites on virtual servers, which pull their computing resources from extensive underlying networks of physical web servers.

Not all of these will be applicable to the organisation.
For the different types of hosting services, can you provide me with the following information:
1. Type of hosting – Dedicated, Co-Location, Cloud Hosting, Other? – Exemption Section 31

2. Who is the supplier of the contract? If possible can you also provide me with the name of the vendor, if applicable? – Please see the attached spreadsheet.

3. What is the annual contract value for each contract? - Please see the attached spreadsheet.

4. What type of cloud environment? – exemption Section 31
Private Cloud- a distinct and secure cloud based environment in which only the specified client can operate. 
Public Cloud - where cloud services are provided in a virtualized environment, constructed using pooled shared physical resources, and accessible over a public network such as the internet.
Hybrid- integrated cloud service utilising both private and public clouds to perform distinct functions within the same organisation.
5. What is the original start date of the contract agreement? If there are more than one contract please provide me with the start date for each contract. – Please see the attached spreadsheet.

6. What is the actual expiry date of the contract agreement? If there are more than one contract please provide me with the expiry date for each contract. – Please see the attached spreadsheet.

7. When will the organisation plan to review this contract? If there are more than one contract please provide me with the review date for each contract. – Please see the attached spreadsheet.

8. What is the contract period in years? Please include whether the agreement has any extension periods? – Please see the attached spreadsheet.

9. What services are provided under the contract? Please do not put hosting information such as web hosting, file storage, hosted application. The more information the better, - Exemption Section 31

10. Can you please provide me with the contract officer responsible for this contract? Complete contact details if possible name, title, contact email and number. – Exemption Section 40, please see the attached spreadsheet.


Velindre University NHS Trust response

In relation to questions 1, 4 and 9, the Trust is applying an Exemption under Section 31 (1) (a) to your request.

Refusal under Section 31 (1) (a)

The withheld information is exempt under section 31 (1) (a) of FOIA which states that information will be exempt “if its disclosure under this Act would, or would be likely to, prejudice -

(a) the prevention or detection of crime”

We consider that knowledge of the Trust’s information systems could allow hackers or others with nefarious intent to attempt to illegally access the Trust’s systems; thereby committing a crime against the Trust. 

The Trust considers that disclosure of this information could encourage attempts of a cyber-attack or similar on the Trust’s network or systems.

In applying this exemption, we have had to balance the public interest in withholding the information against the interest in favour of disclosure.

Factors in favour of disclosure
· Openness and transparency
· Knowledge that the Trust has appropriate security of its information and systems

Factors in favour of withholding
· Maintaining the integrity and security of the Trust's systems
· Maintaining the integrity and security of the Trust's data which includes large volumes of commercially sensitive, personal and sensitive personal data relating to staff, Patient’s and Donor’s
· Preventing cyber-attacks and similar against the Trust systems.

In relation to Question 10, the Trust is applying an Exemption under Section 40(2)(a) and (b) and Section 40(3A)(a)  to your request.  However, please contact ??? (insert the central email address for the procurement team managing contracts here) as this will address your request. 

Refusal under Section 40(2) (a) and (b) and Section 40(3A)(a)

The withheld information is exempt under Section 40(2)(a) and (b) and Section 40(3A)(a) which states that:
Any information to which a request for information relates is also exempt information if:
2.   (a)  it constitutes personal data which not fall within subsection (1), and
      (b) the first, second or third condition below is satisfied.
3A. The first condition is that the disclosure of the information to a member of the public otherwise than under this Act—
       (a) would contravene any of the data protection principles
Data protection principles are those contained within Article 5(1) of UK GDPR. 
Section 40 of the Freedom of Information Act is an absolute exemption.  Therefore a public interest is not applicable. 

In circumstances where exemptions have been applied, the public interest where it is required to be applied has meant that maintaining the exemption outweighs the public interest in disclosing the information.

I trust this answers your request for information, however, should you not be satisfied with the information supplied or the process of supplying it, you have a right to complain and request a review.  You should forward your complaint to:-

Mr Ian Bevan via FOI.VUNHST@wales.nhs.uk 
Head of Information Governance
Velindre University NHS Trust
2, Charnwood Court
Heol Billingsley
Parc Nantgarw
Cardiff / Caerdydd
CF15 7QZ
Tel / Ffon - 029 20196161
 
Should you wish to take your complaint further, if you are still unhappy with the decision after review, you can contact the:-
 
Information Commissioner's Office - Wales 
2nd Floor,
Churchill House,
Churchill Way,
Cardiff,
CF10 2HH
Telephone: 0330 414 6421
email: wales@ico.org.uk

Yours sincerely


Lauren Fear
Director of Corporate Governance and Chief of Staff
Velindre University NHS Trust
2 Charnwood Court
Heol Billingsley
Parc nantgarw
Cardiff
CF15 7QZ	
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Velindre University NHS Trust is happy to receive communication in Welsh or English.
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From: Claire Whiles (Velindre - Head of Organisational Development) <Claire.Whiles@wales.nhs.uk>
Sent: 10 August 2021 17:14
To: Kay Barrow (Velindre - Corporate Governance Manager) <Kay.Barrow @wales.nhs.uk>; Emma Stephens (Velindre - Head of Corporate Governance) <Emma.Stephens@wales.nhs.uk>

may reproduce materials in Welsh or bilingually,
and use the appropriate version of the disability
confident scheme identity on literature.

Braille, British Sign Language or audio
The symbol is predominantly a graphic device.
When producing documents in Braille, British
Sign Language or audio format, the following
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The disability confident scheme identity is .

I have not heard back from this email and therefore don’t have the Welsh Version of the logo. Ceri — sorry to drop this on you — would you have any idea where Emma and Kay can access this for the Trust
letterhead.

Apologies all - I'm signing off now until the 23" August.

Take care

available in a variety of computer graphics
formats, dependent on the publication media

Alternatively, specific file formats can be
emailed or posted to you on request from
disabilityconfident.scheme@dwp.gsi.gov.uk
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