Datix IQ Cloud System FOI Questions

Request Details –

General overview of The Datix CloudIQ management and administration 

1. What is the name of the team that oversees the administration and management of The Datix CloudIQ in your organization.
The trust Local System Team that oversees the administration & management of the Datix CloudIQ is the Trusts Quality and Safety Team.

2. For staff involved with the management and running of The Datix CloudIQ please provide a table showing staff titles, pay grade banding and hours worked with a summary of what the roles are, eg Head Of Risk Management, Pay Grade Banding 8b, full time 35 hours a week, description.
All of the roles detailed below are long standing roles aligned to the Trusts incident reporting system. They have been in place for many years.  No additional roles were created to implement the Datix CloudIQ system. Both roles are part of the Trusts Quality & Safety Team.
	Staff Title
	Pay Grade Banding
	Hours worked
	Description

	Datix Support
Manager
	Band 6
	30 hours
	 (Datix) expert responsible for the management development and maintenance of the Trust’s main, web and cloud based applications – live and archive.

	Datix Administrator / Project Manager
	Band 6
	37.5 hours
	Supports the Datix Manager for the management development and maintenance of the Trust’s main web and cloud based applications – live and archive. To project manage a number of service improvement projects relating to quality & safety across the Trust








3. Please provide an organizational structure showing those roles and management responsibilities.


4. Has your organization recruited additional staff members to support The Datix CloudIQ or does it have plans to? Please provide details on what roles and pay grade banding if the answer is yes.
No

5. In the 6 months prior to your organization introducing The Datix CloudIQ what percentage (%) of each staff members time was spent on preparation for the introduction of The Datix CloudIQ and what percentage was spent undertaking they're usual working responsibilities.
Datix Support Manager – 40%
Datix Administrator/Project Manager – 40%

Training for The Datix CloudIQ

6. Please provide a summary of how your organization approached training requirements to train staff for using The Datix CloudIQ.
National resources were provided and training provided in line with the National approach. 
Training guides were prepared and published on the Trust Intranet and shared via the Trust communication programme.
Drop in sessions were available every day following the launch via TEAMS for a month where staff could drop in at any time for help and support.
Targeted Training sessions to focus on management review requirements, reporting culture and the new system features took place across the Trust aimed at Managers and staff.
Ongoing training sessions are / have been provided as further requirements are identified

7. What provisions for training your organization's staff were made available by the Once for Wales Concerns Management System Programme.
As detailed above. For additional information we recommend that you contact NHS Wales Shared Services Partnership (NWSSP) who are better placed to provide this answer for you.  Their contact details are:
	NHS Wales Shared Services Partnership
4-5 Charnwood Court
Heol Billingsley
Parc Nantgarw
Cardiff
CF15 7QZ

https://nwssp.nhs.wales/contact-us/

8. Were any additional staff outside of the Datix management team listed in question 1 utilized to support training for The Datix Cloud IQ, e.g. Digital Learning teams, additional administration staff, utilization of clinical staff unable to undertake usual patient facing care and requiring non permanent redeployment. Please record this in a table with pay grades and hours worked in the same format as the answer to question 2.
No

9. On which date did your organization introduce The Datix CloudIQ.
17th May 2021




User access for The Datix CloudIQ accounts

10. How many staff members in your organization have an account for The Datix CloudIQ.
Currently 1102 users in the system.

11. Please provide this figure as a percentage (%) of staff employed by the organization as a whole, e.g, if 100 staff members have Datix accounts and there are 1000 staff employed in the organization that will be 10%.of staff with accounts to access The Datix CloudIQ.
68%

12. Please provide a summary of your process for new staff members who require an account for The Datix CloudIQ.
There is a local process ensuring that a staff member is included in the active directory group.  The system automatically creates and account within DATIX Cymru for a new user.  A Local System Lead can adjust account settings as required to allow advanced user permissions

13. Please provide a summary of your process for closing accounts on The Datix CloudIQ of staff members who are no longer employed by your organization or who have changed jobs and no longer require access.
There is a local process ensuring that a staff member is from the active directory group.  A user is unable to login to the system once the NADEX  (National Active Directory Exchange) has been closed by an organisations ICT (Information and Communication Technology) team.  The Local System Lead can also adjust account settings with a closed date, which also restricts permissions within the software itself. 

[bookmark: _GoBack]Information Governance for The Datix CloudIQ accounts

14. Have processes for account management and access to confidential information on The Datix CloudIQ been approved by your organization's Information Governance department in line with NHS Wales Information Governance Policy.
The arrangements for Information Governance have been reviewed by the national lead group for this topic.  


15. What restrictions are in place to stop a staff member with an account on The Datix CloudIQ looking for private information on other staff members, politicians, celebrities and partners etc.
Control of access to the system is co-ordinated through a user’s NADEX account.  Permissions to access specific categories of records within the system are based on an individual’s management responsibilities and are controlled by the profile to which the account is allocated. 

16. When did your organization last audit Datix or The Datix CloudIQ to review if confidential information was being reviewed appropriately.
Local system leads regularly review the audit trail within the system and escalate any concerns.  The OfWCMS Central Team conduct reviews of the system as part of a national plan. 

17. Does your organization have an upcoming audit scheduled of the use of Datix or The Datix Cloud IQ to ascertain if confidential information is being reviewed appropriately.
The Local System Leads Team regularly review the audit trail within the system and escalate any concerns.  The OfWCMS Central Team conduct reviews of the system as part of a national plan. 

18. Have any incidents been reported on Datix or The Datix CloudIQ relating to unlawful or unauthorised use of Datix or The Datix CloudIQ to access patient or staff information from January 2017 to December 2021. Please present information by calendar year, number of incidents and a brief description of the incidents and outcomes.
2017/18- None Reported
2018/19- None Reported
2019/20- None Reported
2020/21-None Reported
2021/22- None reported

19. Have any incidents been reported on Datix or The Datix CloudIQ relating to unlawful or unauthorised use of any other patient or staff information systems from January 2017 to December 2021. Please present information by calendar year, number of incidents and a brief description of the incidents and outcomes.
2021 – 1. Exemption applied under section 40 (personal information) as disclosure would be likely to adversely impact on the rights and freedoms of the subject. 
General information on incidents and concerns

20. How many incidents were reported by your organization year by year from 2017 to 2021 (a five year period) and recorded on Datix/The Datix CloudIQ
2017/18- 2641
2018/19- 2651
2019/20- 828
2020/21- 1822
2021/22- 2083 @ 03/03/2022

21. How many concerns were received by your organization year by year from 2017 to 2021 (a five year period) and recorded on Datix/The Datix CloudIQ
2017/18- 226
2018/19- 320
2019/20- 237
2020/21- 222
2021/22- 390 @ 03/03/2022

22. How many claims were made against your organization year by year from 2017 to 2021 (a five year period).and recorded on Datix/The Datix CloudIQ
2017/18- 5
2018/19- 8
2019/20- 11
2020/21- 7
2021/22- 22 @ 03/03/2022

Overall impression of The Datix CloudIQ
23. Would your organization recommend the implementation of The Datix CloudIQ to other health organisations.
FOI relates to information held by the Trust which members of the public may request to see under the terms of the Act, we are therefore unable to provide an opinion. 
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