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Request under Freedom of Information Act 2000

Thank you for your request for information in relation to the Trust digital infrastructure, which we received on 08/03/2021.  

Your Request; 

Please find attached a request for your attention.

Can you update the attached spreadsheet where we ask about your trust’s general IT
infrastructure please?

Digital Health Intelligence continues to deliver free research access to the NHS and as part of this, we are updating our IT infrastructure data held on your organisation.

Please fill in the blank questionnaire and use the ‘Model Answers’ tab, which has sample answers, as guidance to how the questions should be filled out.

Velindre University NHS Trust response is shown below;

I am pleased to provide the information requested within the attached document. 

With respect to the Trust response, and where the Trust has decided that some of the information that is held and is applicable to your request, cannot be disclosed. The information that we have withheld falls under the following exemption:

Section 31(a) - The prevention or detection of crime:

The Trust withholds this information from disclosure under section 31(1)(a) of the Freedom of Information Act 2000. This section states:
“Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—
(a)        the prevention or detection of crime”
Section 30 of the Freedom of Information Act 2000 does not apply to this request.
This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We consider that if the data you have requested were to be combined with other information which may be available in the public domain, there would likely to be an increased risk of a cyber-security attack upon the Trust. As part of the Critical National Infrastructure for the NHS, the Trust/Health Board has a duty to protect the integrity of our systems, and the Trust is of the opinion that disclosure of the withheld information would be likely to prejudice the prevention of these criminal acts in relation to the NHS Wales computer systems leading to the disruption of the operations of NHS Wales. It is our belief the disclosure of the information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in this case our patients, more vulnerable to security threat. 
Section 31 is a prejudice based exemption and therefore subject to a public interest test.
Public Interest Test
In favour of disclosure we recognise the need for transparency and we appreciate that it is in the public interest to know where data concerning their health is kept. It is reassuring to the public that we have services in place which protect information, as well as ensuring that the NHS infrastructure remains in working order and are not, for example, subject to a malicious attack.
In favour of non-disclosure, we would argue that if the information got into the wrong hands this information could be used to target our networks and buildings in knowing exactly where the information is held and disclosing this detail could determine when the Trust is at our most vulnerable. There is therefore a strong public interest in keeping the details of where this information is held securely and confidential at all times in order to protect data security, and in doing so, to protect the integrity of our systems. 
In conclusion we have therefore concluded there is a strong public interest in protecting the confidentiality of patient data and of ensuring that healthcare services can be provided to the public without increasing the possibility of attack by hackers or malware, or of putting personal or other information held on these systems at risk of corruption or subject to illegal access. For these reasons, the Trust has concluded that the public interest in maintaining the exemption far outweighs the public interest in disclosure and therefore apply this exemption in relation to this information.
I trust this answers your request for information, however, should you not be satisfied with the information supplied or the process of supplying it, you have a right to complain and request a review.  You should forward your complaint to:-

Mr Stuart Morris
Assistant Director of Informatics
Velindre University NHS Trust
2, Charnwood Court
Heol Billingsley
Parc Nantgarw
Cardiff / Caerdydd
CF15 7QZ
Tel / Ffon - 029 20196161
 
Should you wish to take your complaint further, if you are still unhappy with the decision after review, you can contact the:-
 
Information Commissioner's Office - Wales 
2nd Floor,
Churchill House,
Churchill Way,
Cardiff,
CF10 2HH
Telephone: 029 2067 8400
fax: 029 2067 8399
email: wales@ico.gsi.gov.uk

Yours sincerely




Julie Mann
Communication and Compliance officer
Velindre University NHS Trust
2 Charnwood Court
Heol Billingsley
Parc nantgarw
Cardiff
CF15 7QZ	
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We welcome correspondence in Welsh and English
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