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Request made under the Freedom of Information Act 2000 – REF: Corp 2021 - 050
Thank you for your e-mail of 29th April 2021 in which you requested an internal review into the handling of your initial request under the Freedom of Information Act (FOIA).

Chronology
You originally wrote to Velindre University NHS Trust on 13th April 2021 in which you requested the following information

I am currently embarking on a research project around Cyber Security and was hoping you could provide me with some contract information relating to following information:
1.	Standard Firewall (Network) - Firewall service protects your corporate Network from unauthorised access and other Internet security threats
2.	Anti-virus Software Application - Anti-virus software is a program or set of programs that are designed to prevent, search for, detect, and remove software viruses, and other malicious software like worms, trojans, adware, and more.
3.	Microsoft Enterprise Agreement - is a volume licensing package offered by Microsoft. 
The information I require is around the procurement side and we do not require any specifics (serial numbers, models, location) that could bring threat/harm to the organisation.
For each of the different types of cyber security services can you please provide me with:
 
1.       Who is the existing supplier for this contract?
2.       What does the organisation spend for each of contract?
3.       What is the description of the services provided for each
  contract? Please do not just state firewall.
4.       Primary Brand (ONLY APPLIES TO CONTRACT 1&2)
5.       What is the expiry date of each contract?
6.       What is the start date of each contract?
7.       What is the contract duration of contract?
8.       The responsible contract officer for each of the contracts above? Full name, job title, contact number and direct email address.
9.       Number of License (ONLY APPLIES TO CONTRACT 3)
On 13th April 2021 the Trust issued an acknowledgement confirming receipt of your request.
On 27th April 2021 the Trust issued our response, providing information in respect to Q3 of your request. However, in response to Q1 and Q2, the Trust cited the exemption at Section 31(1) (a), Law Enforcement, specifically for reasons of prevention or detection of crime to withhold further disclosure of information. 
The Trust also clarified that it did not hold all the information requested because the financial costs relating to specifically firewalls and antivirus software could not be distinguished from other services provided within the same contract.
On 29th April 2021 you wrote back to the Trust, requesting an internal review, stating: -

“Regarding the section 31 exemption, I don't believe a security threat to be valid from the information requested. Much more detailed information would be considered to increase vulnerability I'm sure, such as product serial numbers, usernames and passwords, etc; but I fail to see how disclosing the information I’ve requested could pose a threat to the cyber security of the organisation.
I would like to submit an internal review as I don't believe that this information could pose a threat to the organisation's security and I believe that the exemption has been applied incorrectly.
How does contract dates and annual spend come under this exemption, I'm just trying to understand the seriousness of this exemption as other organisations are providing this information. What procedures does the organisation have in place if a member of staff was to disclose this information?
To exempt this information, you must be able to show how the release of this information could be a detriment to the security of the organisation.”
The Review 
In line with the Code of Practice (the Code) issued under Section 45 of the Freedom of Information Act 2000 (the FOIA), the Trust has carried out an internal review into the handling of your original request and has looked at all of the aspects and provisions within the Freedom of Information Act.

For the benefit of the review, the focus of the review centered on the Trust's response to Q1 and Q2, and if the use of exemption under Section 31(1)(a), specifically for reasons of prevention or detection of crime was applied correctly.
The review considered if the information sought had been responded within compliance under section 1(1)(a) and (1)(b) of the Freedom of Information Act 2000, which is to ensure that:
(1)	Any person making a request for information to a public authority is entitled-
(a)	to be informed in writing by the public authority whether it holds information of the description specified in the request, and 
(b)	if that is the case, to have that information communicated to him.
In addition, by refusing a request on the grounds of “prevention or detection of crime”. The review further considered if the response complied with Section 17(1) and 17(3) of FOIA that states:
(1) 	A public authority which, in relation to any request for information, is to any extent relying on a claim that any provision of Part II relating to the duty to confirm or deny is relevant to the request or on a claim that information is exempt information must, within the time for complying with section 1(1), give the applicant a notice which— 
(a)	states that fact, 
(b)	specifies the exemption in question, and
(c)	states (if that would not otherwise be apparent) why the exemption applies 
(3) 	A public authority which, in relation to any request for information, is to any extent relying on a claim that subsection (1)(b) or (2)(b) of section 2 applies must, either in the notice under subsection (1) or in a separate notice given within such time as is reasonable in the circumstances, state the reasons for claiming – 
(a) 	that, in all the circumstances of the case, the public interest in maintaining the exclusion of the duty to confirm or deny outweighs the public interest in disclosing whether the authority holds the information, or 
(b) 	that, in all the circumstances of the case, the public interest in maintaining the exemption outweighs the public interest in disclosing the information.
The review considered whether the Trust held the requested information at the time of your request. 
WAS INFORMATION HELD AT THE TIME OF THE REQUEST?
	Requirement of FOIA
	The Trust’s response

	Section 1(1)(a) provides that any person making a request for information to a public authority is entitled (subject to the application of any relevant exemptions) to be informed in writing whether it holds information of the of the description specified in the request.

	Question 1 (Standard Firewall (Network ) – The Trust stated that information on the existing supplier, description of services, primary brand and contact length was held but the Trust applied an exemption on this information (this is considered in detail below).

Information in relation to spend was not provided as the Trust explained that the information requested was not held in the form requested. 

Information relating to the responsible contract officer and their contact details was held and disclosed.

Question 2 (Anti-Virus Application) - The Trust stated that information on the existing supplier, description of services, primary brand and contact length details was held but the Trust applied an exemption on this information (this is considered in detail below).

Information in relation to spend was not provided as the Trust explained that the information requested was not held in the form requested. 

Information relating to the responsible contract officer and their contact details was held and disclosed.

Question 3 (Microsoft Enterprise Agreement) – The Trust held the information and it was disclosed.




WAS RELEVANT INFORMATION APPROPRIATELY WITHHELD?
Having determined that the Trust held some of the requested information. The review further considered whether the Trust had appropriately withheld the requested information at the time of your request:

	Requirement of FOIA
	The Trust’s response

	Section 1(1)(b) of the FOIA makes provision (subject to the application of any relevant exemptions) for information held by a public authority to be disclosed on request. 

	The Trust determined that section 31(a) of the FOIA was engaged in relation to questions 1 and 2 (Firewall and Anti-virus software application), and in relation to the existing supplier, description, primary brand and contract dates.

In determining whether the exemption was engaged, the Trust considered that by releasing this information, this could encourage attempts of a cyber-attack or similar on the Trust’s network.

The Trust went on to consider the public interest in disclosure against the public interest in maintaining the exemption. It provided arguments about the balance noting the factors for both disclosure and withholding. 

The Trust took into the account the need for openness and transparency against the needs to maintain the Trust’s systems integrities deciding to withhold the information in questions 1 and 2 (Firewall and Anti-virus software application) in relation to the existing supplier, description, primary brand and contract dates.



Application of Section (31)(1)(a)

Section 31(1)(a) of the FOIA provides an exemption from disclosure of information which would or likely to prejudice the prevention or detection of crime by any public authority, not just those with law enforcement purposes.

The exemption does not just cover information on general policies and methods adopted by law enforcement agencies. The ICO Guidance states that section 31(a) can be ‘used to withhold information that would make anyone, including the public authority itself, more vulnerable to crime for example, by disclosing its own security procedures, such as alarm codes.’
In further considering whether the exemption applied, cyber security professionals within the Trust were engaged, and the following points were taken into consideration as part of the review:
· Disclosing the brand or description of firewall would make it easier for those with malicious intent to try to penetrate the firewall, particularly if a known vulnerability arises.
· Disclosing the brand or description of antivirus software would make it easier for those with malicious intent to successfully infect the NHS Wales network if a known vulnerability arises.
· Disclosing details of the vendor would make it easier to identify the brand of product being used by the Trust and therefore make it easier for those with malicious intent to identify potential weaknesses. This could make the Trust more susceptible to attack.
· Disclosing dates of contracts may identify the point at which the Trust may be changing products and therefore make the Trust more susceptible to attack at those times.
The ICO’s guidance states section 31(1)(a) can be used to ‘protect information on a public authority’s systems which would make it more vulnerable to crime.’ The review considered, disclosure of the withheld information would be likely to prejudice the Trust’s ability to prevent criminal acts in relation to the NHS Wales computer systems and information. 

Furthermore, in the wrong hands, the specifics of firewall and antivirus provision may lead to the NHS Wales computer systems to be hacked or increase the risk of malicious and/or criminal interference, including theft or destruction of data, misuse of confidential data, or the disruption of the operations of NHS Wales.
Section 31 is subject to the Public Interest Test.
Public Interest Test

Whilst the Trust is of the opinion the above exemption is engaged, this is not sufficient for the Trust to withhold the information, as the Trust must also establish that the public interest lies in maintaining the exemption. Within the original response, the Trust considered the public interest in maintaining the integrity of its systems and information to outweigh the public interest in disclosure. The review considered this decision to be appropriate for reasons as set out below. 
Section 2 of the FOIA provides detail on the effect of the exemptions in Part II of FOIA. Section 31 is a qualified exemption and the Trust is required to balance the public interest in disclosure against factors that favour withholding the information. 

The review considered the following factors to be relevant. 

Public interest arguments in favour of disclosure:
· The public interest in providing the information in openness and transparency under the FOIA.
· The public interest in ensuring the Trust has appropriate security measures in place to protect its information and systems, which includes sensitive information about employees and patients.

Public interest arguments in favour of maintaining the exemption:
· There is a strong public interest in maintaining the integrity and security of the Trust's systems. 
· There is strong public interest in maintaining the integrity and security of the Trust's data which includes large volumes of commercially sensitive, personal and sensitive personal data relating to staff, Patient’s and Donor’s.
· There is a strong public interest in preventing cyber-attacks and similar against the Trust’s systems and the wider NHS Wales network to which it is linked.
Balance of the public interest arguments:  
· There is a public interest in disclosing information regarding the Trusts’ firewall and Anti-Virus software in the interest of transparency and ensuring there are appropriate security measures in place to secure this information. It may be reassuring for the public to know that the Trust deploys specific types of software to both protect their personal information and ensure that medical computer systems appropriately protected against possible cyber-attacks. There may be a public interest in opening the Trust’s security arrangements to public scrutiny. 
· Balanced against this is the risk of the Trust making itself susceptible to cyber-attacks, or other security risks by making this information available. There is a strong public interest in protecting the details of IT security provision. This enhances data security for the Trust and protects the integrity of NHS Wales-wide systems for which the Trust is responsible. 
· The information held by the Trust is sensitive; particularly since the Trust covers two divisions (Velindre Cancer Centre and Welsh Blood Service) and hosts a number of organisations (NHS Wales Shared Services Partnership and Health Technology Wales) who provide national and specialist services across NHS Wales. The organisations that make up the Trust hold high volumes of special category data for patients and donors across Wales and many organisations in the health and care sector rely on the availability of systems provided by the associated organisations of the Trust. The impact of any risk to the security of the Trust’s data and systems is therefore high, as denial or service or other security incidents would severely impact the treatment (some of which would be critical to their wellbeing) of patients and donors in a variety of health settings across Wales. The impact on the NHS of the WannaCry virus attack in 2017 is evidence of the disruption and cost that can be caused by cyber-attacks; and the Department of Health estimated the cost of that attack to be £92 million and 19,000 cancelled appointments.

Additionally and whilst it has not been factored into your request, as the review was based information at the point in time of your original submission into the Trust. The Trust notes recent events [May 2021] of the NHS Ireland ransomware attack that has significantly distributed the Irish health service. An attack that resulted in the Irish health service taking a precautionary measure of shutting down all of their IT systems, and cancellation of medical appointments.

CONCLUSION
The review concludes the Trust has complied with section 1(1)(a) and 1(1)(b) of FOIA. As it responded to your original request for information with answers relating to the existence of information. 
In respect of the non-disclosure of the requested information the review concludes, and for those reasons set out above, the Trust has appropriate grounds to withhold providing further information, specifically in relation to Q1 and Q2 as requested in your request. The balance of public interest arguments favours ensuring the security of information held by the Trust, and the systems it manages outweighs any public interest in disclosure.
In light of the above, the Trust upholds its original decision, as there are grounds for maintaining our original stance by virtue of relying on the Freedom of Information Act Section 31 (1)(a) (the prevention or detection of crime) exemption to withhold this information from disclosure.
The Review is now complete
If you are not content with the outcome of your complaint, you may apply to the Information Commissioner’s Office (ICO) for a decision on the original response and the outcome of this internal review. The ICO can be contacted at:

Information Commissioner's Office - Wales 
2nd Floor,
Churchill House,
Churchill Way,
Cardiff,
CF10 2HH
Telephone: 0330 414 6421
Fax: 029 2067 8399
Email: wales@ico.gsi.gov.uk

Yours sincerely 


Mr Stuart Morris
Assistant Director of Informatics
Velindre University NHS Trust
2, Charnwood Court
Heol Billingsley
Parc Nantgarw
Cardiff / Caerdydd
CF15 7QZ
Tel / Ffon - 029 20196161
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We welcome correspondence in Welsh and English
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